Welcome to the July 2026 Scomis Online Safety Newsletter for Schools

Cyber Security and Staff Training

DfE Keeping Children Safe in Education (KCSiE)

Scomis takes this opportunity to remind schools of the
need to raise awareness of key cyber threats with all
members of staff.

Follow the advice from the National Cyber Security Cen-
tre (NCSC):

1. Improve your email security, watch the video
Take your email security to another level

2. Combine three random words to create a password
consider the use of ‘three random words’

3. Learn how to turn on two-step verification (2SV)
NCSC 2SV guidance

4. Do not ignore reminders to update devices
Install the latest software and app updates

5. Use Password Managers to safely store passwords:
NCSC guidance on use of browsers and apps

6. Don’t risk losing important data including photos!
NCSC guidance on backing up date

Check the Top Tips for staying safe from the NCSC here

Access the NCSC's cyber security training package:
"Top Tips for Staff’ for organisations of all sizes and
sectors.

Consider including a Cyber Security session on your
next ‘Staff Inset’

Completely free, easy to use, and takes less than 30
minutes to complete. This training introduces the
importance of cyber security and explains how attacks
happen, covering four key areas:

Using strong passwords

Securing your devices

Defending yourself against phishing
Reporting incidents

Review a range of practical resources from the NCSC to
aid the awareness of cyber security including:

Cyber Security training for school staff to help improve
your school’s cyber resilience.

Training for new staff

Check how the UK Council for Internet Safety (UKCIS)
Online Safety Audit Tool helps mentors of trainee
teachers and newly qualified teachers to induct
mentees and provide ongoing support, development
and monitoring.

Don’t forget! Helpline for staff solely dedicated to sup-
porting the children’s workforce:

The Professionals Online Safety Helpline (POSH):
Website Tel: 0344 3814772

Keeping children safe in education 2026

Last updated 7th July 2026 , KCSIE introduces limited
technical changes, the full version of KCSiE 2026 will
come into force on 1** September 2026.

Key Points Summary:

Schools and colleges must protect children from
harmful and inappropriate online content.

A whole-school approach to online safety should:
Educate pupils, students, and staff on safe technology
use.

Enable identification, intervention, and escalation of
online safety concerns.

1. The Four Areas of Online Risk (The "4Cs")

Content — Exposure to harmful material

Contact — Harmful interactions online

Conduct — Harmful online

Commerce — Financial and commercial risks

2. Whole-School Safeguarding Approach

Online safety should be embedded across all
safeguarding policies and procedures.

3. Consider online safety when:

o Training staff

o Defining DSL responsibilities

o Engaging with parents and carers

Generative Al

e Schools should understand the safeguarding, legal,
ethical, data protection, and intellectual property
implications of using generative Al.

Online Safety Policy

e The child protection policy should clearly address
online safety.

e Policies should include appropriate filtering and
monitoring systems.

Mobile Phone Policy

e Schools are expected to be mobile phone-free by
default.

Remote Education

e Schools should ensure safeguarding arrangements
remain effective during remote learning.

Filtering and Monitoring Requirements

e Schools must take reasonable steps to reduce

pupils’ exposure to online risks.
e Appropriate filtering and monitoring systems
should be in place.
e Effectiveness must be reviewed at least annually.
Additional Support and Resources
Guidance and support are available from:
UK Safer Internet Centre
South West Grid for Learning (SWGfL)
Department for Education procurement and
technology services



https://www.gov.uk/government/publications/keeping-children-safe-in-education--2
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-core-standard
https://saferinternet.org.uk/guide-and-resource/teachers-and-school-staff/appropriate-filtering-and-monitoring
https://testfiltering.com/
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-core-standard
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-core-standard
https://assets.publishing.service.gov.uk/media/6a4cf903b7203c4c023fd2f3/Keeping_children_safe_in_education_2026_.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/907864/UKCIS_Online_Safety_Audit_for_NQTs_and_ITTs_final.pdf
https://www.saferinternet.org.uk/professionals-online-safety-helpline
https://www.ncsc.gov.uk/cyberaware/home
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/three-random-words
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/activate-2-step-verification-on-your-email
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/install-the-latest-software-and-app-updates
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/password-managers
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/always-back-up-your-most-important-data
https://www.ncsc.gov.uk/information/top-tips-for-staff
https://www.ncsc.gov.uk/information/cyber-security-training-schools
https://www.ncsc.gov.uk/information/cyber-security-training-schools#main

